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About this Report

This report is the product of Local Progress Impact Lab and Al Now Institute and was authored by Hillary
Ronen, a former San Francisco District 9 Supervisor and Local Progress member. The report draws on
the collective knowledge of a variety of leaders, advocates, policy analysts, elected officials, and more.
They are detailed in full in the Acknowledgements section.

In writing this report, Local Progress Impact Lab and Al Now Institute seek to:

a Encourage local elected officials to prioritize attention and action on
Artificial Intelligence (Al) and the ways that large technology corporations
exert influence and control over government.

a Educate local elected officials about the dangers of Al to local
communities and the use of Al as a tool to privatize and shrink
government.

e Suggest ways for local elected officials to immediately act on the issue.
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Introduction

A thousand years of history and contemporary evidence make

one thing abundantly clear: there is nothing automatic about new

technologies bringing widespread prosperity. Whether they do or

not is an economic, social, and political choice. — Daron Acemoglu

and Simon Johnson in Power and Progress.

Today, Artificial Intelligence (Al) and large tech
corporations are in many instances worsening
the core problems that inspired many local
elected officials to run for office. Under the guise
of creating greater efficiency, tech billionaires
have taken astounding power over our federal
government and are using Al as a primary tool to
shrink government, privatize services, and gain
more control over the country’s political process
and resources. It is critical that we understand
how the use of Al and other technologies fuels
their agenda and how we can act to protect our
local governments and social safety nets.

The presence of Al in our lives is impossible

to escape. Perhaps you have used Chat GPT

or Copilot that Microsoft recently added to its
Office applications. Some of what these products
can do is truly helpful — spice up your writing,
summarize your document, plan your vacation.
The consumer-focused products used by many of
us are prompting discussions about whether Al
can solve our most pressing problems, whether
the world of work as we know it will change
beyond recognition, and even whether robots
will take over humans as the rulers of our world.
These are the mighty philosophical discussions
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inspired by the advent of Al, and they are certainly
worth having. However, Al does not only beg
long-term futurist discussions. We must also look
closely at the dangers and harms that Al and
unfettered big tech corporations pose today — on
the streets, in our homes, at our workplaces, and
in our communities.

This report is not anti-technology. There are
many positive uses of Al, not least of which is
its potential to help scientists find cures to the
worst diseases. This report is not about the
greatest triumphs nor the worst tragedies that
Al could generate. Instead, this report aims

to help elected officials understand how Al-
powered technologies are currently impacting
their constituents, with or without any oversight
or regulations from local, state, and federal
governments. The current reality is that many
corporations are building Al technologies to test
the boundaries of what is possible or to make
extraordinary profits without sufficient regard
to their efficacy or the harm those technologies
place upon human beings or the environment.

Local governments hold the responsibility

to ensure that new technologies introduced
locally pose greater benefits than harms. Yet it
is evident that many of the Al products used in
our communities for years have not always met
that standard. Some of those products have
failed to produce the results they promised and
have instead wasted limited time and resources.
Some of these technologies use our own data
to charge us higher prices, reduce our public
benefits, pollute or deplete the environment,
power the massive immigration enforcement
apparatus, monitor our productivity in the
workplace, and even eliminate our jobs.

The Trump administration has fully embraced Al
and quickly removed even the limited protections
that emerged under the Biden Administration.
This means any efforts to oversee or regulate Al

must happen at the state and local level. Indeed,
hundreds of state laws have been introduced this
term attempting to regulate Al. Some of those
bills would create strong guardrails to protect
people from the most harmful dangers presented
by Al products. But there remains a lot of work to
do locally. This report will detail some actions
local elected officials can take now to shape
how emerging technologies are and will change
our communities.

Key Terms

Big Tech — this report will use this
term as a shorthand for the billionaires,
tech moguls, and large technology
corporations invested in Al and other
emerging technologies.

Algorithm — a step-by-step set of
instructions or rules to a computer,
designed to perform a specific task or
solve a problem.

Generative Al — a type of artificial
intelligence that creates new content, such
as text, images, music, or code, based on
patterns learned from existing data.

Artificial Intelligence — the simulation of
human intelligence in machines, enabling
them to learn and apply knowledge.

Artificial General Intelligence — an
advanced form of Al that can understand,
learn, and apply knowledge across a wide
range of tasks.

Large Language Models — advanced Al
systems trained on vast amounts of text
data to understand and generate human-
like language.
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PART ONE of this report will explain what Al is and what recent technological developments
have prompted the explosion of investment and attention toward this technology around the

world.

PART TWO will explain how tech billionaires are both using Al to privatize public services and
impose austerity upon all levels of government. The section will also explain how the use of
some Al products create harm in the public safety arena, workplace, marketplace, in relation to
public benefits, in immigration enforcement, and upon the environment.

PART THREE will look at how Al is and is not currently regulated at all levels of government.

PART FOUR will examine a range of ways that local elected officials can act to shape what Al
products are used in their communities and by local governments. Massive tech corporations
have seemingly unlimited resources to pressure elected officials to support their interests. Quite
literally, they own many of the media channels and communication platforms to relay information.
In the face of this consolidated power, local elected officials must join with local movements to
build a countervailing force that prioritizes human rights and community needs. Local elected
leaders can remain vigilant and provide careful oversight over the use of Al within our local
governments. They can and should create Al use policies, insist upon transparency, conduct
thorough pre-purchase review and contract monitoring, create opportunities for engagement
by workers and the public in Al procurement, mitigate the environmental, health, and other
community harms of data centers, protect as well as minimize the collection and retention of
public and government data, and prevent the worst harms of Al in the public sector and the

private sector where possible.

We no longer have the luxury of categorizing Al
as a secondary concern when it is being used
to exert increasing surveillance and control over
our lives. The unregulated use of Al affects all
the issues we care about — economic security,
housing for all, workers rights, immigrant rights,
criminal justice reform, quality public education,
a robust social safety net, and a safe, healthy
environment. While local elected officials are
now inundated with a number of urgent issues
under a Trump Administration, understanding
and taking action around Al must also become

a priority. These technologies simply pose too
many potential harms to be dismissed.

If we are to maintain the public good, our public
institutions, and our fundamental rights, we
cannot allow tech billionaires to dictate the
terms of our lives at home, at work, and at rest.
If we are to remain free to dream and fight each
day for the world we want to see, we need to
put the well-being of human beings first. This
report aims to help local elected officials do
just that.
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Part 1: What is Artificial Intelligence?

While ideas about creating machines that replicate
the way humans think have circulated for centuries,
the term ‘Artificial Intelligence’ was coined the 1950s
alongside the growing use of digital computers, a
time when the idea of machines mimicking human
thought was more science fiction than reality. For
decades, the pursuit of Al progressed slowly, until
research in the 1990s began to coalesce around
machine learning techniques, by which algorithms
began to evolve by training on large data sets rather
than rigid programming. Fast forward to today, and
Al has erupted into the mainstream, captivating the
world with technologies like chatbots that generate
human-like text and autonomous vehicles that
navigate our roads.

The definition of Al is hotly debated and ever-
changing, especially when defined in regulation.?

At its most basic level, Al is a set of technologies
that allow computers to perform tasks that mimic
human intelligence. Al models are designed to
identify statistical patterns in large datasets and
make predictions based on inputs. Examples

of basic, consumer-facing Al include: Netflix
suggesting movies, Amazon recommending
products, or Spotify curating playlists. These
systems analyze user preferences and patterns to
provide personalized suggestions. Other examples
of Al include facial recognition systems, object
detection in security cameras, and medical imaging
tools that identify tumors in X-rays. These systems
classify and interpret visual data to recognize
objects, faces, or abnormalities. There are
thousands of Al systems that we all interact with
daily and have become integral to modern living.

In the early 2020s, Generative Al became widely
accessible. Generative Al can make new things, like

writing stories, drawing pictures, making music, or
creating videos—all based on what it has learned
from large data sets that “train” the product. Popular
products like Chat GPT are built using a type of Al
referred to as Large Language Models (LLMs), as
they are trained on enormous amounts of text from
books, articles, websites, and other sources. The
program identifies patterns and grammar in the way
humans communicate based on datasets scraped
from places like Reddit and Wikipedia, among
others, and then uses that information to predict
the next word in a sentence based on what came
before. Using these predictions, LLMs can write
essays, answer questions, summarize information,
translate languages, and much more.

As the next section will detail, Al is ever present

in our lives and workplaces today. However, in
popular discussions about technology and the
future, Artificial General Intelligence (AGI) is often
discussed as the next frontier of the Al revolution.
AGI refers to a type of Al that companies claim is
capable of performing any intellectual task that a
human can. Unlike the Al we use today (like Siri

or self-driving cars), which is designed for specific
tasks and lacks the ability to understand the
underlying context or differentiate fact from fiction,
AGI would have the ability to understand, learn,
and apply knowledge across many different areas.
Companies claim AGI would be able to learn from
new experiences, reason and make decisions, and
adapt to new challenges and learn from mistakes.
Right now, AGI does not exist, but it remains a lofty
goal for Big Tech and at the root of the most widely
discussed fears about robots replacing homo
sapiens as the rulers of society. While this future
fear is theoretical, the current power of Big Tech
and the products that flood our homes, workplaces,
and communities today require our urgent attention.

Local Leadership in the Era of Artificial Intelligence & the Tech Oligarchy 7



Part 2: The Time is Now to Prioritize

Action Around Al

Billionaire Control of Al Poses
Severe Risks to People and
Government

Right now, Elon Musk, the richest man in

the world, is using Al and a cadre of young
programmers to dismantle the public sector as
we know it and replace it with algorithms that
make decisions about the most important details
of our lives. And Musk is not alone. Standing
behind Trump at his inauguration, in front of his
appointed cabinet, was a whole line of Tech
Oligarchs — Mark Zuckerberg of Meta, Jeff Bezos
of Amazon, Tim Cook of Apple, Sundar Pichai of
Google, Shou Zi Chew of Tik Tok — all of whom
donated generously for those prime seats.?

Musk is in charge of the newly created Department
of Government Efficiency (DOGE), which in its
founding document states its purpose is to:
“moderniz[e] Federal technology and software

to maximize governmental efficiency and
productivity.” Several months into the Trump
Administration, this mission statement can be
understood as replacing hundreds of thousands

of jobs performed by human beings with privately
held algorithms or, in some cases, no replacement
function at all. Trump has also appointed David
Sacks, former PayPal CEO, venture capitalist, and
founder of his own Al company, as his “White
House A.l. & Crypto Czar” and Michael Kratsios,

a former Tech Venture Capital executive with no
science degrees to be his Director of the Office of
Science and Technology Policy. Tech heavyweights
are everywhere in the Trump administration and
exerting unprecedented influence from outside it.

Thaspol - stock.adobe.com

Tech billionaires and their close associates
have spent the first months of the Trump
presidency freezing federal funds, firing federal
workers, and seizing government systems.
Many other Trump Administration moves can
be mapped back to these billionaires and their
business interests: high-profile pardons, anti-
DEl initiatives, and crypto and Al regulatory
rollbacks.® Al has been a tool used by the
billionaires to accomplish many of these tasks.
In fact, DOGE claims that it is using Al to help
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identify federal government workers to fire,
though it is unclear what specific systems it is
using or how they work.” DOGE has also begun
the process of replacing fired workers with Al
programs.® DOGE is inspiring similar actions in
several states around the country.®

Even before the existence of DOGE,
organizations like Al NOW correctly explained
that, “There is no Al without Big Tech.”"°
Because of the enormous amount of data and
computing power needed to fuel Al, only the
richest companies have the means to acquire
and control the necessary infrastructure to
sustain the systems." Furthermore, because
politicians continuously position Al as an urgent
geopolitical priority, often emphasizing the US-
China Al race to gain competitive control at the
global level, the largest tech companies continue
to receive enormous government resources and
assistance that allows them to further entrench
their market dominance.” One of Trump’s first
acts was to issue Executive Order 13859, which
declares that the U.S. must continue its Global
Dominance over Al, directs Federal Investment
in private research and development of Al as
well as removes regulatory controls over Al, and
leverages, “Federal data as a strategic asset,” by
sharing such data with private partners.”

As Al products are integrated more and more
in modern life, in our governments, homes,

and workplaces, we all become dependent
upon a handful of corporations that own the
infrastructure upon which much of our lives are
built. Without sufficient oversight and regulation,
these corporations are only beholden to private
boards and the profit motive, with no official
responsibility to uphold the best interests of
the people. This set-up presents existential
threats to our system of government, checks
and balances, and puts much of our day-to-day
existence in the hands of a few billionaires who
own the infrastructure upon which we all rely.

Al Products and their Infrastructure
Cause Significant Harm Across
Sectors and Communities

The following is not meant to be an exhaustive
compilation of the harms of Al, but rather a
sampling to show the breadth of the issue and the
range of harms to individuals and communities.
This section will review examples of Al in

the public safety arena, in the workplace, in
surveillance-based pricing, in public benefits, in
immigration enforcement, and in its impact on the
environment, public health, and local resources.

Al in Public Safety — The Failure of Predictive
Systems, Bias, and Compounding Surveillance
of Overpoliced Communities

Computer scientists Arvind Narayanan and
Sayash Kapoor declare in their book, Al Snake Oil,
that “predictive Al not only does not work today
but will likely never work, because of the inherent
difficulties in predicting human behavior.”™* A
common area where Al products fail is when they
are employed to predict outcomes in the law
enforcement context. This has been especially
problematic during a time in which cities and
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counties around the country, facing a police
officer workforce shortage, often divert resources
from the social safety net to law enforcement

to cover overtime costs, raise salaries, spend
heavily on recruitment and retention efforts,

and purchase more Al technology.” Cities and
counties simply do not have the workforce or
funds to waste money on products that strain
police departments and exacerbate over-policing
of poor neighborhoods and people of color.’®

ShotSpotter is an Al-powered gunshot
detection, acoustic surveillance technology that
uses sensors to detect, locate, and alert law
enforcement agencies of potential gunfire in real
time. Its microphone equipment is installed in
over 25,000 locations including school buildings,
billboards, hospitals, and public housing units in
cities throughout the United States.”

Despite the widespread adoption of this Al-
powered technology, reports show many
problems with its accuracy. An audit of New York
City’s ShotSpotter use showed that only between
8%-20% of alerts resulted in confirmed shootings,
at a cost of $54 million and significant officer
investigative time with little improved safety

to show in return.”® A similar report in Chicago
showed ShotSpotter sending false alarms to
police up to more than 60 times a day.'®

All over the United States, ShotSpotter
surveillance is primarily concentrated in low-
income communities of color.2° For example, in
Milwaukee, Wisconsin, ShotSpotter sensors are
located exclusively on the North and South sides
of the City and nonexistent in predominantly
white neighborhoods.? The ACLU correctly
noted the danger when police are sent “into
communities for no reason and on high alert
expecting to potentially confront a dangerous
situation. Given the already tragic number of
shootings of Black people by police, that is a
recipe for trouble.”??

The inaccuracies plus the ways in which
ShotSpotter further entrenches racial
discrimination in policing prompted several cities
including Chicago, Atlanta and Portland, Oregon
to cancel contracts with the company.?® Yet
hundreds of cities across the country continue
to use this technology today. If your government
uses ShotSpotter, an audit and review of the
results may be in order.

Another category of Al tools that has been
widely discredited are crime prediction systems.
These systems review data from crime reports
and produce predictions on where and when
crimes are most likely to occur. The most well-
known of this type of prediction tool was called
PredPol, later rebranded as Geolitica. In 2023,
after the software received substantial negative
media attention and several police departments
ceased using the product, SoundThinking,

the company that owns Shotspotter, bought
Geolitica. SoundThinking rebranded Geolitica as
ResourceRouter, yet retained its same function —
using algorithms to predict where crime will occur
using past crime data.?

In Plainfield, New Jersey, a nonprofit newsroom
The Markup assessed the performance of
Geolitica and found it to be an abject failure. Its
analysis considered over 23,000 predictions in
2018, finding that “the success rate was less than
half a percent. Fewer than 100 of the predictions
lined up with a crime in the predicted category,
that was also later reported to police.”?®

The Los Angeles Police Department, one of the
early proponents of using Predictive Policing
tools, stopped using the products in 2019.
Dozens of cities all over the country similarly
experimented with the product, finding no useful
results before canceling their contracts.?®

While widely discredited, the use of predictive
crime tools tends to be cyclical. The rebranding
of essentially the same products and a desire
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to try something new often prompts new
administrations to try these products that are
heavily advertised to departments by well-
resourced corporations. All local elected officials
should monitor with sufficient skepticism the

use of such products in your locality and ask
questions including how new products compare
to those discredited products of the past.

Just as companies have claimed to be able to
predict where crimes will occur, they also claim to
predict whether an individual is likely to commit a
criminal act. One of the more popular predictive
products used by judicial systems throughout

the country is called Correctional Offender
Management Profiling for Alternative Sanctions
(COMPAS). This product claims to predict a
defendant’s risk of committing another crime and
often influences whether someone remains in
prison pre-trial or receives associated restrictions,
such as electronic monitoring. COMPAS relies

on defendants’ answers to scores of questions,
often including questions about their past criminal
history and court appearance records, how often
the individual sees family members, the criminal
records of friends, how much money the individual
makes, and whether they often “feel bored.”?’

Several researchers have looked at the efficacy
of these products over time. Julia Dressel and
Hany Farid from Dartmouth College showed that
COMPAS is no better at predicting an individual’s
risk of recidivism than individuals they recruited
from the internet who had little to no specialized
training in criminal justice or any related field.?®

Finally, companies are pitching dozens of Al
powered products to police departments across
the country that create mega-surveillance
networks. For example, Axon advertises its
ability to integrate private cameras (including
through its new partnership with the widely
popular Ring home camera system), body-worn

cameras, drones, gunshot detection and license
plate readers, that have the potential to create a
comprehensive surveillance network.?°

Given the significant risks associated with Al in
law enforcement—including rights violations,
inaccuracy, wasted resources, municipal liability,
over-surveillance, and systemic bias—we must
approach these technologies with skepticism
and rigorous oversight. Before investing in or
continuing to use such products, officials should
demand clear, independent evidence of their
accuracy and fairness.

Key questions to ask include:

. What is the false positive rate,
and how does it impact different
demographic groups?

- Has the tool been independently
audited for racial and socioeconomic
bias?

-« How does the technology impact
people’s procedural and substantive
due process and equal protection
rights and other state constitution,
statutory, and local entitlements?

- What data sources does it rely on, and
do they reinforce existing inequities?

. What mechanisms exist for public
transparency and accountability?

- How does added surveillance impact
our constituents’ right to privacy?

Without strong, evidence-based answers
to these questions, local governments
risk deepening injustices, squandering
public funds, and eroding trust in their law
enforcement institutions.

Local Leadership in the Era of Artificial Intelligence & the Tech Oligarchy
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Al in the Workplace — Surveillance,
Algorithmic Management, Wage
Discrimination, and Automation

Al is already very common in the workplaces
of America. Much of the popular discussion
about this fact promises the benefits of freeing
up human employees to spend time on the
more fulfilling and important aspects of their
jobs. While workplace improvements can occur
with the use of Al, these tech products are also
used to incessantly surveil workers, to make
core decisions about terms and conditions of
employment, and/or replace jobs previously held
by human beings.

WIRED reviewed a series of surveys that showed
between 70-80% of large U.S. employers are
using Al to monitor their workforce in some way.3°
Warehouse workers, for instance, have long been
monitored by the latest surveillance technology in
the workplace to enforce productivity standards.
In some cases, productivity scores are broadcast
in real time on leaderboards, forcing workers

to compete against one another.? The harsh
monitoring and productivity quotas have led to
alarming rates of injury in the warehouse sector,
with one study by the National Employment Law
Project (NELP) showing that injury rates in the
warehouse industry in New York City have tripled
between 2017 and 202432

Call center workers are similarly subjected to
aggressive productivity monitoring. For example,
Teleperformance, a call center company that
employs remote workers, uses webcams with Al
algorithms set to determine whether workers are
following company policies. If the system detects
a violation, like employee use of a personal cell
phone, it sends a message to a human manager
to intervene.®® Another Al product vendor, Cogito,
records and reviews conversations between
employees and customers and gives real-time
coaching to workers to, “express more empathy,

or exude more confidence or professionalism.”**
This level of monitoring causes call center workers
extreme stress, with one study finding that over
50% of call center workers use prescription
medication to address their stress levels.3®

In addition to surveillance-based productivity
monitoring, many companies use Al products to
hire and perform background checks on workers.
The company HireRight, for instance, uses Al to
review social media of prospective employees,
even advertising specific background checks like
“Animal Rights Activism Searches,” to “help you
assess the risk that individual might pose to your
company’s assets, security and reputation” and
continuous proactive driver’s license monitoring
informing employers when workers incur traffic
violations or driving incidents. This level of
employee monitoring extends companies’ control
over employees outside of the workplace.

Companies like Percolata use computer vision
and algorithms to monitor retail activity in stores,
score worker sales performance, and create
schedule “optimization systems.”*® Using in-store
cameras, Percolata ranks employees from lowest
to highest, including details like whether an
employee works better when paired with certain
colleagues. Using all the data it collects, the
company then creates a schedule with the optimal
mix of workers for every 15 minute increment of
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the day, allowing managers to press a button and
publish schedules directly to employees’ personal
phones.?” Used by major retailers like 7 Eleven,
UNIQLO, and Gymboree, this technology subjects
workers to highly erratic schedules.

Overall, the use of Al to surveil and manage
workers has facilitated a particularly pernicious
practice that had previously been concentrated

in the gig worker sphere for years — algorithmic
wage discrimination. Veena Dubal, in her
groundbreaking study on the topic, defines
algorithmic wage discrimination as “a practice in
which individual workers are paid different hourly
wages—calculated with ever-changing formulas
using granular data on location, individual
behavior, demand, supply, or other factors — for
broadly similar work.”*® There are many harms
associated with algorithmic wage discrimination
— low wages, unfairness, decreasing wages over
time — but among the greatest harm cited by
workers is the difficulty of having no predictability
about the wages you will earn at any given time.3®
As one worker explained,

Algorithmic wage discrimination is spreading
from gig work to more traditional workplaces.
Wilneida Negrén from CoWorker.org, who
interviews many workers and studies the
practice closely, has seen evidence of
algorithmic wage discrimination in industries
as varied as home health care, retail/
manufacturing, transportation, and logistics.*

Despite popular sentiment about automation
taking on the most tedious types of work, Al
surveillance, Al management, and algorithmic
wage discrimination have instead made life on
the job much more difficult. And while there
has been much discussion about the threat that
generative Al poses to white-collar jobs, the
replacement of many blue-collar job functions
are also well under way. In the healthcare
industry, for example, semi-autonomous robots
transport materials, like linens, meals, or lab
specimens, replacing functions previously
performed by custodians or technicians.*?

The system is designed to make sure people never earn a certain

amount . ... Who knows what the magic number is for Uber when

they start sending us less desirable rides, but that calculation is

happening. If someone is making forty dollars above expenses,

and that’s a good ride, . . . you are only getting that once a week.

They will give that to someone to incentivize them to keep going.

It keeps people in the loop a little longer. It’s the casino mechanics

. ... You need to have that good ride to know that they come

every now and again.”°
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Surveillance Pricing and its Harms to Consumers

Just as employers are using algorithms to exert
ever-increasing control over the workplace,
businesses are similarly using Al for what is termed
surveillance pricing: the use of large quantities of
personalized consumer data to charge individuals a
different price for the same product. Internet users
have long been familiar with cookies and how
companies advertise products based upon our
buying habits and profiles. This is not new. What

is new, however, is charging customers a targeted
price based on their unique profiles — their age,
their spending patterns, their geography and even
their tendency to order a specific item at specific
times of the day.

To engage in surveillance pricing, companies
first gather extensive behavioral information
about consumers through online profiles, usually
through third-party data brokers that provide
detailed demographic and financial data, such
as income levels, debt, and shopping habits or
through direct first-party collection of data based
on their browsing habits.*® Together, this data
forms a comprehensive picture of an individual’s
behavior, preferences, and financial state that
can then be analyzed by an algorithm to predict
an individual’s “pain point,” or how a particular
person is likely to behave when confronted with
a specific price. This could potentially allow
corporations to charge higher prices for tampons
to an individual at different times of the month
by using data from their online period tracker or
charge a mother more for children’s Tylenol when
she orders it for rushed delivery at 4 a.m.**

Surveillance-based pricing is a growing concern
in retail, particularly in grocery stores. Major
chains like Walmart, Kroger, and Whole Foods
have introduced digital pricing, where electronic
shelf tags are controlled by an algorithm that
adjusts prices in real time.*® This system raises
concerns about potential price manipulation and
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discriminatory pricing. Additionally, many stores’
rewards programs require extensive permissions,
giving them access to personal data, such as
purchase history, which can be subsequently
used in surveillance pricing or targeted discounts.

Aside from the radical change in practice from
“the long-standing same-price-for-everyone
pricing model that businesses have used for
decades, surveillance pricing poses many

threats to consumers.”® Surveillance pricing

can exacerbate systemic discrimination, such as
instances of college preparatory courses being
offered at higher prices to certain demographics.
Surveillance pricing also preys on moments of
hardship to charge people more for products than
someone might pay when in better circumstances.
In terms of fair and competitive markets, small
businesses are at a competitive disadvantage to
large firms that by virtue of their size have greater
access to large data sets and can afford high
priced third-party data brokers.

As the practice of surveillance pricing is
becoming more well-known, several state
legislators are attempting to outlaw the practice,
including in California, Colorado, Georgia, lllinois
and Massachusetts.”
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Al Tools and their Use in Eroding Public Benefits

Government agencies at all levels make
millions of decisions each month regarding
public benefits, determining eligibility and
benefit amounts, and investigating suspected
incidents of fraud. Over the past two decades,
and especially with the rise of more powerful
Al systems, many agencies have turned to
automated tools developed by private vendors
to make these decisions. This outsourcing is
often driven by funding and staffing limitations
within human services agencies. As a result,
caseworkers and other agency employees
lose discretion and instead rely on Al
recommendations instead of their professional
judgment. When Al-generated decisions

are flawed or biased, neither agencies nor
affected individuals often have the necessary
information to correct mistakes. Al vendors
frequently withhold details about their systems,
citing trade secret laws and contractual
restrictions, even when greater transparency
about technical processes and training data
could help prevent harm.

Examples abound of Al systems making wrong
decisions about public benefits. Unlike a human
who makes a bad judgment call negatively
impacting a group of people, faulty Al algorithms
can impact thousands of people in one fell
swoop. In 2016 in Arkansas, scores of elderly or
disabled people receiving home care through
Medicaid waiver programs, had their hours cut
back drastically or eliminated altogether. This
resulted in horrific situations of people sitting for
days in their own waste, developing bed sores,
and skipping medications and meals. A legal

aid attorney, Kevin De Liban, discovered that
the state had switched from nurses conducting
individualized assessments to a standardized
algorithm developed by InterRAI, which had
licensed its code to health departments in at
least 25 states. For years, De Liban said, “The

state didn’t have a single person on staff who
could explain, even in the broadest terms, how
the algorithm worked,” resulting in half the
state’s Medicaid program negatively affected.*®
De Liban sued the government and won redress
for thousands of individuals who were injured by
the faulty technology.

In Texas, 1.8 million children were removed

from Medicaid in 2023 because an Al system
developed by Deloitte Consulting LLP found 68%
of those children to be ineligible.*® Deloitte is one
of the largest eligibility determination software

Constituents may call for help when
they are baffled by a consequential
decision made by the government or
even their employer or school that does
not add up. In some of those cases, Al
could have been involved. TechTonic
Justice created a guide for individuals
to help identify if Al was used to make a
decision impacting their lives and what
to do about it.
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provider in the country that contracts with at
least 20 states to determine Medicaid eligibility
including: Arkansas, Colorado, Connecticut,
Delaware, Florida, Georgia, lllinois, Indiana,
Kentucky, Michigan, Nevada, New Hampshire,
New Mexico, Oregon, Pennsylvania, Rhode
Island, Tennessee, Texas, Virginia, and Wisconsin.
In Texas, the system made dozens of outright
errors including denying newborns Medicaid
coverage despite long-standing, mandatory
federal eligibility rules establishing that newborns
receive continuous eligibility for 12 months
regardless of income or other changes.%°

Similar misfortunes routinely take place around
the country impacting the poorest and most
vulnerable people. A recent report that attempts
to quantify the scale of the problem establishes
that “essentially all 92 million low-income people
in the U.S. states—everyone whose income is
less than 200 percent of the federal poverty
line—have some basic aspect of their lives
decided by AL Through use in programs like
Medicaid, Social Security Disability Benefits,
Supplemental Nutrition Assistance Program,
Unemployment Insurance, subsidized housing,
child welfare, language services, and many more
public programs, governments are increasingly
relying on Al programs to make decisions, often
putting the most vulnerable people further at risk
and without the recourse of a human being on the
other end of a harmful decision.

Al Tools Fuel Immigration Enforcement and
Undermine Sanctuary Protections

For decades, Al has played a key role in
expanding border militarization and the internal
deportation system in the United States. The
Department of Homeland Security (DHS) is
currently working with private companies to
develop its most advanced database yet—

the Homeland Advanced Technology System
(HART)—which, despite repeated delays, is
expected to launch in September 2026.52

HART is reported to rely heavily on Al to collect,
organize, and share data on over 270 million
people, including juveniles. It will aggregate
and analyze biometric data—such as facial
recognition, DNA, iris scans, fingerprints,

and voice prints—to create digital profiles of
individuals within minutes. The system is said to
link biometric information with other personal
data, including political affiliations, religious
activities, and social connections. It will also
reportedly draw from commercial and publicly
available sources.®?

As the new backbone of immigration
enforcement, HART will integrate with local,
state, federal, and international databases.
This will enable DHS to expand surveillance,
increase deportations and arrests, facilitate
immigrant detention, approve or deny
immigration benefits, and enhance Al-driven
border technologies. Additionally, it will allow
DHS to compile target lists for raids, further
embedding Al in immigration enforcement and
border security operations.

With HART’s release expected shortly, it is
important that local elected officials realize that
the data collected by every new technology
used by cities and counties may end up in the
hands of ICE. In fact, this is already happening
all over the country, despite many cities and
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states having sanctuary policies that attempt to
shield local governments from collaborating with
ICE. Sanctuary jurisdictions often refuse to use
local resources to enforce federal immigration
laws, such as honoring ICE detainer requests or
sharing immigration status information unless
required by law. Advocates have fought over
years to create these policies, so immigrant
communities feel safe reporting crimes,
accessing healthcare, and sending their children
to school without fear of deportation.

Sanctuary policies are designed to create a
firewall between local law enforcement and
ICE, but Al-driven data collection and private
data brokers are eroding these protections. A
report by Somos Un Pueblo Unido, Just Futures
Law, and Mijente highlights how ICE bypasses
local sanctuary protections in New Mexico by
gaining real time information about immigrants
from data brokers, Automated License

Plate Reader databases, and jail bookings
information.>* Through a $22.1 million contract
with LexisNexis, a popular data broker, ICE can
retrieve data on over 284 million individuals,
both citizens and noncitizens, from more than

10,000 public and commercial sources. This
includes state motor vehicle records, financial
transactions, property ownership, criminal
histories, and even personal associations.%®

Additionally, ICE often gains access to data from
Automated License Plate Readers (ALPRs), usually
via data brokers that obtain the information

from shared law enforcement systems. ALRPs
scan and store up to 1,800 license plates per
minute and are typically installed on police cars,
traffic lights, highway overpasses, and other city
infrastructure. ALPRs track the travel patterns

of vehicles, thereby exposing highly sensitive
information, such as the location of homes,
schools, workplaces, religious institutions, or
medical facilities that a person regularly visits.
Data brokers can obtain data from ALPRs and sell
that information to ICE.5®

Similarly, despite many sanctuary policies
expressly prohibiting the sharing of jail data
with ICE, data brokers provide a workaround.
LexisNexis and Appriss supply real-time
booking and release data from more than 2,800
jails across the country, covering approximately
85% of all U.S. incarcerations.®” In 2021, ICE
expanded its contract with LexisNexis by
adding a $4.7 million tool called “Justice
Intelligence,” which provides access to real-time
jail data through Appriss Insights.5® This allows
ICE to receive alerts whenever an individual
they are targeting is booked, transferred, or
released from jail, even in jurisdictions that
refuse to honor ICE detainer requests.

By exploiting private data markets and Al-
driven tools, ICE circumvents sanctuary
policies, expands its surveillance capabilities,
and deepens its involvement in local law
enforcement operations. As a result, immigrant
communities remain vulnerable to increased
surveillance, arrests, and deportations, despite
local efforts to protect them.
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Data Centers and their Impact on the
Environment, Public Health, Energy Prices, and
Government Revenues

Data centers are the backbone of the digital

world, housing vast networks of servers, storage

systems, and networking equipment to power
everything from cloud computing to data
analytics. As the artificial intelligence industry
grows, it has fueled an explosion in data center
expansion, driven by the immense computing
power required for Al training and real-time
processing.®® Al models, such as deep learning
systems and large language models, devour

enormous datasets, pushing the limits of storage,

processing, and infrastructure. In response,
companies are racing to build hyperscale data
center facilities that require ever-increasing
energy consumption and cooling requirements.
President Trump recently announced a joint
venture between OpenAl, SoftBank and Oracle
called “Stargate”, which aims to invest a half a
trillion dollars in building new data centers over
the next four years.®°

The environmental impact of data centers is
significant, driving a surge in greenhouse gas
emissions and consuming vast amounts of
water. To put it in perspective, composing a
simple 100-word email using ChatGPT requires
the equivalent of four 500ml bottles of water
and enough energy to fully charge seven
iPhone Pro Max devices.®' A recent exchange
on X illustrates the scale of energy use by
chatbots. A user posted, “l wonder how much
money OpenAl has lost in electricity costs
from people saying ‘please’ and ‘thank you’
to their models.” Sam Altman, OpenAl’'s CEO
responded, “Tens of millions of dollars well
spent — you never know.”%2

Data centers now account for 4.4% of total
U.S. electricity usage with the US Department
of Energy expecting that to grow to 6.7 - 12%

by 2028.%% Despite their stated climate goals,
the insatiable energy needs of Al are causing
tech giants to struggle reining in their carbon
footprint. Google, for instance, aimed for zero
emissions by 2030 but has instead seen its
emissions soar by 48% since 2019.%4

Beyond their staggering energy consumption,
data centers also require vast amounts of water
— not just for cooling overheated servers but
also for the electricity needed to power them.
According to the paper Making Al Less Thirsty,
by the year 2027, the global Al-driven water
demand could reach 4.2 to 6.6 billion cubic
meters—more than half of the United Kingdom’s
total annual water withdrawal.®®

When it comes to emissions and water usage,
the environmental toll of data centers is felt
most intensely in the communities in which

they operate and generate their power. These
massive facilities are not spread evenly across
the U.S.; instead, they cluster in regions offering
the cheapest land, energy, and tax incentives.
Virginia and Texas have emerged as the
country’s top data center hubs, housing some of
the largest and most energy-hungry operations.

Local Leadership in the Era of Artificial Intelligence & the Tech Oligarchy 18



Meanwhile, California — despite its high
costs — saw the biggest surge in data center
employment in 2024.5¢

The placement of data centers often worsens
environmental racism. Elon Musk’s chatbot
“Grok” is set to release its latest model touted

to have a “sense of humor,” in December of this
year. The new Grok model will be powered by

a supercomputer called Colossus located in
Shelby County, Tennessee. Colossus is currently
powered by 60 methane gas turbines located in
the neighborhood with the worst air quality in the
state. “In Shelby County, where more than half the
population are people of color and the poverty
rate is 1.5 times the national average, incidences
of childhood asthma are already the highest

in the state,” states a report on the Colossus
development. “The additional pollution from xAl’s

facility threatens to worsen these health burdens,
costing the community around $400 million
annually from carbon pollution alone.”®”

Despite their heavy environmental footprint,
data centers remain highly sought-after by
many local and state governments, which
have historically offered generous subsidies to
attract them. Indeed, more than 20 states grant
these massively-profitable corporations sales
tax exemptions to purchase equipment and
electricity. The cost to taxpayers is staggering
—Virginia alone forfeited $136 million in 2022,
while in Oregon, property tax breaks for data
centers under the Enterprise Zone program
totaled $152 million in 2023.58

Beyond tax breaks, electricity discounts —
often an opaque subsidy — shift costs onto
other ratepayers, forcing households and

small businesses to make up the difference.

For example, on May 1, 2024, Georgia Power
residents saw a 24% increase in their utility bills,
their sixth rate increase since 2023.%°

While data centers create a temporary boom

in construction jobs, permanent employment

is minimal. The cost per job is astronomical: In
lllinois, tax breaks averaged $1.4 million per job
created, a figure so high that the state may never
recover its lost revenue through taxes generated
by those workers.”®

The expansion of data centers, driven by the
infrastructural demands of artificial intelligence,
is forcing the prioritization of Al growth over
environmental stability. While Al is often hailed
as a force for progress, its energy consumption,
water depletion, and reliance on taxpayer-funded
subsidies paint a different picture.
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Part 3: Al Regulation

While some tech leaders have expressed a desire for regulation to safeguard society from the worst
dangers of Al, when actual policy is introduced, many Big Tech firms have been at the forefront of
opposition, making familiar arguments about limits on innovation.” When transparency is required, many
tech firms cite proprietary interests and fail to comply. While President Biden did issue an executive
order on Al that Trump has repealed, there are no laws specifically targeting Al at the Federal Level.
States have tried to fill the gaps, with hundreds of laws introduced in state houses all over the country
just this session. In exploring ways for local governments to protect communities from the dangers of Al,
it is helpful to assess what regulations and institutions are already in place.

INTERNATIONALLY

The European Union has erected a broad regulatory framework for Al made up of at least 5 big laws:
the Al Act,”2 the General Data Protection Regulation (data privacy),”® the Digital Services Act (online
safety),”* the Digital Markets Act (antitrust),”®> and the Platform Work Directive (platform workers).”®
Detailing this framework is beyond the scope of this report but highlighting the risk based approach of
the Al Act is important as it is both often mimicked and also hotly debated as to whether it is the best
framework for broadscale regulation of Al. The Al Act follows a risk-based approach, categorizing Al
systems into four levels:

Unacceptable Risk — Banned Al, including social scoring and manipulative Al to distort behavior
or impair informed decision-making.

High Risk — Strictly regulated Al in areas like healthcare, hiring, policing, and critical
infrastructure, requiring transparency, human oversight, and risk assessments.

Limited Risk — Lighter rules for Al applications like chatbots, requiring disclosure when
interacting with Al.

Minimal Risk — Most Al (e.g., spam filters) face no specific regulations.

The Act’s recognition that there are certain Al systems that should never be built in the first place is
potent, and unsurprisingly where industry pushback was strongest, leading to watering down of some key
provisions in the final stages.”

The EU’s Al Act is enforced by the European Al Office. The office supervises compliance with the Al

Act’s requirements, by evaluating emerging risks, assessing Al models, and investigating potential
infringements. While the EU has by far the most comprehensive regulatory framework for Al in the world,
there is widespread pressure by Big Tech to walk it back. Meta’s Mark Zuckerberg recently warned,
“We’re going to work with President Trump to push back on governments around the world that are

going against American businesses.”’® It appears this pressure is beginning to bear fruit, as evidenced by
French President Emmanuel Macron’s comments at February’s Al Summit in Paris, “We will simplify. At the
national and European scale, it is very clear that we have to resynchronize with the rest of the world.””®

Local Leadership in the Era of Artificial Intelligence & the Tech Oligarchy 20



FEDERALLY

Although the Trump Administration repealed the Biden Administration’s attempts to institute guardrails
on the safe deployment of Al, it would be a mistake to paint the federal landscape as a regulatory
vacuum — erasing the considerable enforcement hooks in existing laws that apply to Al. Even in the
absence of legislation targeting Al specifically, there are a number existing consumer protection,
privacy, labor, and competition rules that apply to the Al industry and there has been a concerted

push from advocates to enforce laws on the books.8° During the Biden Administration, there was a
groundswell in enforcement activity relating to Al® with at least some continuity expected under the
Trump Administration (for example, the continuation of the DOJ’s case against Google®? and the FTC’s
recent trial against Meta). In April 2024, the nation’s key enforcers (DOJ, DOH, DOL, DHS, EEOC, and
CFPB) issued a joint statement affirming this strong enforcement posture; stating existing civil rights,
competition, consumer protection, and equal opportunity laws would apply to, and be enforced against,
Al-enabled systems.®3

In September 2024, the FTC, under the leadership of Lina Khan, issued a series of five enforcement
actions under the banner, “Operation Al Comply,” to stop companies using Al Hype or deception to
defraud consumers.?* The agency also aggressively policed the illegal collection, use, and sale of
consumers’ sensitive personal information, banned data brokers from selling consumers’ precise
geolocation data and banned digital health apps from disclosing consumers’ sensitive health data for
advertising purposes. Strong enforcement actions under existing laws will likely not take place under
the Trump administration, but there remains significant room for state attorneys general and even city
attorneys to continue Khan’s work.

Outside of enforcement activity, President Biden’s term saw multiple moves on Al from within the
executive branch that are worth surveying, most notably Executive Order 14110 entitled, “Safe, Secure,
and Trustworthy Development of Artificial Intelligence.” Issued on October 30, 2023, the order’s stated
aim was to balance innovation with safety and national security.

There were several mandatory components of Biden’s EO, including a requirement that Al companies
report safety test results to the government for advanced Al models. Perhaps even more useful was
Biden’s clear directions to federal departments to protect the public interest. The Executive Order
directed the Department of Justice (DOJ) and the Federal Trade Commission (FTC) to enforce laws
against Al-driven discrimination in hiring, housing, and credit. It directed the Department of Labor
(DOL) to evaluate Al’'s impact on workers and ensure fair Al hiring practices. It ordered the Commerce
Department to create guidelines for watermarking Al-generated content to prevent misinformation
and fraud.

The Biden Administration also leaned into the idea of “procurement as policy,” that actively uses federal
procurement power to advance accountability and scrutiny into Al development.8® Many components

of the EO were operationalized for the public sector via the Office of Management and Budget

(OMB) Memo on “Advancing the Responsible Acquisition of Artificial Intelligence in Government” that
provided detailed direction to federal agencies on the use of Al systems, categorizing systems into
“safety-impacting” and “rights-impacting,” with concrete obligations flowing from each.®” In April 2025,
the Trump Administration OMB memos entirely reversed course: undoing the elaborate procedural
safeguards set forth under the predecessor 2024 Biden OMB memo, and moving the emphasis to fast
tracking adoption of Al in government.®®
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State Level

States are attempting to fill the gap in lack of federal regulation of Al under the Trump Administration
with close to 800 bills being introduced throughout the country during the 2025 legislative session
alone.®® In the employment context, there has been an explosion of over 200 bills whose provisions fall
into three main categories: transparency and disclosure, prohibitions, and responsible use guardrails.®®
The bills focused on transparency and disclosure would grant workers the right to know what data is
being collected on them and what algorithms employers are using to make decisions about them, and
give workers prior notice of any systems being used.”'

State bills that would prohibit employers from using Al in the workplace include those that result

in a violation of labor and employment laws, monitor workers outside of working hours, profile or
make predictions about a workers’ behavior that are unrelated to their jobs, and/or identify workers
organizing a union.%?

Finally, the most ambitious state bills would create guardrails when employers rely on Al or digital tech
when they make employment-related decisions like hiring, firing, and wage setting. Some bills require
employers to conduct impact assessments before using digital technologies at work.?® Other bills require
employers to give notice, retraining, and compensation to workers when deploying technologies that will
change or automate jobs, and give priority to current workers when filling new positions.®*

Beyond the employment context, several states have focused on Al’s implications for consumer
protection, privacy, and civil rights. lllinois was an early leader with its Biometric Information Privacy
Act (BIPA), which restricts how companies collect and use biometric data, including Al-driven facial
recognition.®® California’s Consumer Privacy Act (CCPA) and its successor, the California Privacy Rights
Act (CPRA), grant residents greater control over their personal data, including information processed by
Al systems.®® Colorado has adopted the first comprehensive Al law in the United States, the Colorado
Al Act (SB 24-205), effective February 1, 2026, requiring developers and deployers of “high-risk Al
systems” to use reasonable care to prevent algorithmic discrimination and meet specific obligations,
including disclosures and risk management practices.®” Additionally, states such as California, New
York, and Minnesota passed legislation to address Al-generated deepfakes, particularly in political
advertising and non-consensual content.®®
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Part 4: ILocal Action to Protect
Communities from the Harms of Al

One must only look at how Elon Musk and DOGE
are currently using Al products to dismantle the
federal government to see the urgency for action
on Al oversight. And as the previous sections
illustrate, Al products are in widespread use in
localities with little to no regulation or oversight
from any level of government despite the
amount of risk, harm, and potential liability they
introduce. This section will detail actions local
elected officials can take today to ensure any Al
products used by your government or in your
community serve the interests of the people, not
just corporate profits.

Address and Monitor the Use Of Al
By Your Locality

Local governments have turned to Al just as
consumers and businesses have. Companies
are pitching products to governments to
streamline decision making, make predictions
to better deploy limited resources, and to help
employees better perform their work. The

City of San Jose even created an organization
called GOVAI Coalition to help bureaucrats
around the country learn about and evaluate

Al tools responsibly and leverage information,
resources, and market power when negotiating
with Big Tech for products.®® Hundreds of
cities, counties, and even entire states are
members of this coalition and express the
desire “to improve the lives of the people we
serve while protecting our communities against
Al risks.”'°° Such intentions are laudable, but
do not substitute for the role of policymaking,
regulation, and oversight concerning the impact
of tech products on different communities. This
is why elected officials must pay extra attention
to this area, see beyond the Al marketing hype,
and understand the trade offs when relying on
Al and other technologies to solve problems.
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Overarching Al Policy

Often prompted by the use of chatbots by government employees, at least 21 cities and counties in
the US have released publicly accessible overarching Al policies that provide some guardrails for
government use of the technology. The Center for Democracy & Technology (CDT) recently reviewed
these policies and summarized the major components in them."”

Prioritizing transparency
of Al uses.

Recognizing and
Addressing addressing the main
accountability and risks of Al including
human oversight in perpetuating bias,
decision making.

Th £ unreliable outputs, and
EREIIOE0 privacy and security

advisals and/or concerns.
mandates in the
proposals include:

Reminding Controlling access
adherence to by requiring pre-
current laws when authorization before

using Al. use of Al.
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The CDT report recommends that municipal Al
policies also consider including public inventories
of Al products (discussed in further detail below),
risk management practices for high-risk uses,
proper human oversight over Al products, and
more community engagement.'?

It is also worth noting that the City of San Jose
recently updated its Generative Al Guidelines
to urge employees to “limit the environmental
impacts of your Al use.”’®® The section instructs
employees to use search engines rather than
Al Chatbots for general questions, minimize the

number of prompts, and instruct the chatbot to
minimize the length of the output expected in
an answer.'%4

The GOVAI Coalition has made a host of
templates and other resources available
to help cities and counties get a jumpstart
on creating strong Al policies. Those
resources include an Al Governance
Starter Guide, Al Policy Templates, and an
Al Incident Response Plan.
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Transparency

Before elected officials, workers, or communities can act to protect themselves from the negative
impacts of Al, they must know what Al products are used in their lives. A first step toward legislating
around Al is creating transparency about the Al products used by a local government. When considering
legislation to mandate transparency, there are several key considerations to keep in mind.

First, what products should
be included in the inventory?

Second, a transparency measure
must decide what information to

include about each Al product
listed in the inventory.

Most importantly, consider
enforcement mechanisms to
include in your legislation.

Al products are increasingly
embedded everywhere from
something as neutral as
grammar check to something
as consequential as whether
someone is freed from

jail. As a rule of thumb, err
towards the most expansive
transparency possible. If
some products must be
excluded from a public facing
inventory, consider following
the approach of the City and
County of San Francisco,
which limits exceptions to

Al technology that is solely
used to “improve internal
administrative processes and
that does not affect rights,
staffing decisions, or make
substantive changes affecting
Department decisions, rights,
or services.”%

In 2024, San Francisco
passed an ordinance requiring
departments to report to

a central depository of Al
products currently in use,
including analysis of potential
impacts. This ordinance can
be a starting place for similar
transparency measures.

The measure must consider
whether information should

be provided by the product
vendor or by the Department
that employs the product. A
local government can require
information about purpose

and function of the product,
what data was used to train

the product and what data the
product retains, biases inherent
in the product and what if any
testing has been performed,
what individuals are meant to
interact with the product, how
to report adverse incidents, and
the level of human oversight.
Finally, such a measure can ask
the department that intends to
use the product what they are
trying to achieve and whether
the use of the product will
impact working conditions of city
employees or replace jobs.

If a department ignores its
responsibility to include its Al
technology on the inventory

or a vendor refuses to provide
information required by the
inventory, can the municipality
still purchase the technology?
Who can complain if they notice
a product is missing from the
inventory and what are the
ramifications? Should you
include a private right of action
so people in the community can
enforce the law?

Local Leadership in the Era of Artificial Intelligence & the Tech Oligarchy 26




Pre-Purchase Review and Contract Monitoring

Before deciding whether an Al product really will provide the solutions a department says it will, a
local government department ought to describe in detail what problem the Al product is meant to
solve and why Al is the best solution. The following is a list of baseline questions to consider asking

prior to approving a purchase.

Accountability

Effectiveness & Oversight

1. Who developed the Al product, and what is
their track record with government use, data
collection, and cyber security?

2. How does the Al make decisions? Is the
decision-making process explainable to the
public?

3.  What mechanisms are in place to challenge or
appeal Al-driven decisions?

4. Who is responsible if the Al makes an error or
causes harm?

Privacy & Security

8. What types of data will the vendor collect,
store, or process?

9. How is sensitive data protected, and who has
access to it?

10. Does the Al product comply with data privacy
laws and regulations?

11.  Will public data be shared with third parties
or used for other purposes?

Bias & Fairness

5. Has the Al product been tested for bias? If so,
what were the results?

6. How diverse was the dataset used to train
the Al? Does it represent our community’s
demographics?

7. What steps have been taken to mitigate bias in
the Al's decision-making?

12. What independent evaluations or audits have
been conducted on the Al system?

13. How will the effectiveness of the Al be
measured over time?

14. Can the Al system be shut down or modified if
it’s found to be harmful or ineffective?

15. How often will the Al be reviewed, and who
will conduct the review?

Cost & Alternatives

16. What is the total cost of ownership, including
implementation, maintenance, and training?

17. Are there alternative non-Al solutions that
could achieve the same goal?

18. What happens if the vendor stops supporting
the Al or the contract ends?

Especially for Al products with the potential to
affect the rights or quality of life of constituents,
continued monitoring of the product is
necessary. Consider setting regular hearings
to review data on the product usage. Proactive
monitoring of Al products will not only identify
problems more quickly, it will demonstrate to
departments the importance of heightened
caution that should be employed when a
machine makes decisions about important
aspects of our lives.
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Democratizing the Decision-making and
Procurement Process

City, county and school district departments
often make decisions about whether or not

to use Al products without the knowledge of
elected officials, public workers, or the public
at-large. This is to the detriment of us all as
technology is shaped by the people who use it,
the organizations that guide how it is used, and
sometimes by the people on the receiving end of
its use. The success or failure of introducing Al in
local government requires workers’ knowledge
and ongoing input regarding use of the new
technology and its impacts within municipal
departments and upon the public at-large.

There are several ways to create structures and
opportunities for a broader set of players to give
input on Al use by municipal governments from
decision-making about whether to use the Al

in the first place, to helping create boundaries
around the use, to giving ongoing input on how to
use the technology to produce better results.

« Ensure worker voice is included in the
acquisition and utilization of Al by local
governments by including it as a topic of
bargaining with public sector unions.

Unions often have the right to bargain about
the use of technology in the workplace,
especially when it changes job requirements.
In many localities, a city or county government
could instruct its human resources negotiators
to bargain over the impacts of a new Al
technology on public sector employees. Even
without this authority, local elected officials
could work with public sector unions to hold
hearings on the topic, providing public sector
workers a forum to express their knowledge,
experience, and opinions over the use of Al.
Indeed, Pennsylvania Governor Josh Shapiro
recently announced an agreement with SEIU
Local 668 to establish a “Generative Al Labor
and Management Collaboration Group” to

solicit regular feedback from employees
regarding the State’s use of Al products.'°®

It would behoove localities to monitor the
impact of this newly-created body to consider
creating local versions.

Create the space for the public to weigh

in on technology use through hearings,
town-halls, and audits. Reflecting upon the
current corporate influence over government,
Cynthia Conti-Cook, Director of Research and
Policy at the Collaborative Research Center
for Resilience, explained, “It is important for
community members and advocates to be in
the spaces where the public meets the private
and in government, that is procurement.”®”
New York City has a Procurement Policy Board
where, in theory, the public can weigh in on the
rules that procurement officers in city agencies
must follow before decisions are made.'*® The
City of Long Beach in California conducted

a comprehensive community input process

to learn how its residents felt about new
technologies, including Al products used with
the purpose of advancing public safety. The
city engaged 850 stakeholders by conducting
13 community meetings, workshops,
interviews, and online outreach.'® Learning
how procurement works in a municipality,
where it is possible to insert the public into the
decision making process, and then translating
that knowledge to the public can help ensure a
government body makes good decisions when
purchasing or subscribing to very high-priced
Al technologies.

Local Leadership in the Era of Artificial Intelligence & the Tech Oligarchy 28



Protecting Constituents’ Data &
Privacy

In the era of Al, elected officials need to be
thinking about minimizing data collection and
retention, especially when that data pertains

to vulnerable communities. From applications

for public benefits to the enormous amount of
data collected by cities through surveillance
equipment, cities are a repository of information
that the thriving and lucrative data broker industry
would love to get its hands on.

In lllinois, Cook County Commissioner
Alma Anaya, in collaboration with the
organization Mijente, introduced an
amendment to the county’s sanctuary
ordinance to fix loopholes in the law
being exploited by data brokers.
Specifically, the amendment prevents
sharing information with ICE “directly or
indirectly through any third party, such as
a criminal justice data exchange or non-
government entity."® The amendment
would put the onus on the county, when
contracting with a third party, to prohibit
the sharing of that information with
immigration agents for the enforcement
of immigration laws. It also would require
the county to specify to any third-party
contractor that any information received
from the county shall only be used for the
purpose specified in a written agreement
with the county agency. Finally, the
ordinance includes strong enforcement
mechanisms including a private right of
action for anyone harmed by a violation
of the ordinance. Should this amendment
pass, it will demonstrate one approach to
reining in data brokers that often evade
local data privacy protections.

Another way local governments can protect their
constituents’ data and privacy is through banning
the use of facial recognition technology by the
government itself. In 2019, with the support of a
diverse coalition, San Francisco, California was
the first city to ban the use of facial recognition
technology. In explaining why he authored the
ordinance, Supervisor Aaron Peskin said, “I

think part of San Francisco being the real and
perceived headquarters for all things tech also
comes with a responsibility for its local legislators.
We have an outsize responsibility to regulate the
excesses of technology precisely because they
are headquartered here.”™
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Community groups supported the work of

local elected officials to enact similar bans in
California — Oakland, Berkeley, San Diego,

and Santa Cruz; in Massachusetts — Boston,
Springfield, Cambridge, Somerville, Brookline,
and Northampton; and in other states, like
Minneapolis, Minnesota and King County,
Washington. In 2020, Portland, Oregon went

a step further by banning the use of facial
recognition technology by both government and
private sector use, making it one of the strictest
regulations in the country." In explaining the ban,
Mayor Ted Wheeler stated, “Technology exists to
make our lives easier, not for public and private
entities to use as a weapon against the very
citizens they serve and accommodate.” Finally,
Maine passed a State Law, LD 1585, that prohibits
the use of facial recognition technology in most
areas of government, including in public schools,
and for surveillance purposes in all cities and
counties throughout the State.

In the age of Al, some say “data is the new

gold” or “data is the new oil.” Given this reality,

it is essential that government officials become
especially protective of the data the government
collects about its residents and how it uses,
shares, and protects that data. It is worth
examining existing ordinances that attempt to
protect personal information to update those to
account for the data broker industry. It is also
important to consider what new data Al products
collect and make sure it does not fall into the
hands of anyone that can use it against the
interests of residents.

Utilizing Land Use Authority and
Control over Public Utilities to
Address Environmental and Health
Impacts of Data Centers

As data centers proliferate all over the United
States and world, municipalities have not only
approved thousands of applications for new
data centers, they have actively sought their
development through major tax incentives and
other giveaways. Local elected leaders concerned
about the impact of data centers can use land
use controls and their power over public utilities
to ban their development in vulnerable areas of
their communities, deny individual data center
applications, and ensure communities are
protected from the environmental impacts of
data centers and the secondary impacts such as
noise and air pollution. Local electeds can also
use the land use approval process to gain critical
information about energy and water use by data
centers, information that companies prefer to
keep private but is needed by environmental
advocates and academics to study the scale of
data centers’ impact on the environment.

Moratoria, Restricted Areas, and Individual
Application Denials

Localities across the country have begun to take
action against the unfettered proliferation of

data centers. The Atlanta City Council recently
passed legislation banning data centers from
being built near the Beltline or within a half-mile of
MARTA rail stations in order to keep the city more
pedestrian friendly."

Loudoun County, in Northern Virginia, is home
to the world’s highest concentration of data
centers, known as “Data Center Alley.” In March
2025, the Loudoun County Board of Supervisors
enacted a more restrictive approval process for
data center applications that were previously
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by-right. Instead of an administrative review by
county staff, those applications will now require
a legislative review by the Planning Commission
and Board of Supervisors.™ In February of this
year, the Loudoun County Board of Supervisors
launched a 16-month process to establish “policy
guidance and use specific zoning standards

for data centers in order to address land use,
compatibility, aesthetics, infrastructure, and
natural and environmental resources.”"®

All over the country, legislative bodies
in small cities and counties are rejecting
data center applications, often in
response to widespread community
outcry. In Peculiar, a small city in Cass
County, Missouri, the city’s planning
commission added “data center”

into the existing definition for “light
industrial” in the zoning code. This
addition to the code would have made
way for a $1.5 billion project to build a
data center for Diode Ventures."” The
Peculiar Board of Alderman reversed
the decision, meaning data centers

are no longer allowed within city

limits. This action came after “signs
reading ‘No Hyperscale Data Centers’
were common sights in the city, and

a Facebook group against the project
had grown to 1,000 people — equivalent
to one-sixth of the area’s population.”"®
In a similar move, after facing
widespread community opposition to
the deal, Valparaiso, Indiana backed
out of a land purchase agreement with
Agincourt Investments, LLC to build a
data center on land currently zoned for
open space.™

As data center footprints expand and local
governments come under pressure to
greenlight or subsidize their development, local
elected officials should seriously consider the
harsh environmental impacts of data centers
and their limited impact on job creation and
economic development.

Addressing the Environmental and Quality of

Life Impacts of Data Centers

Most states have a mix of private investor-owned
utilities and publicly-owned utilities that provide
energy to different parts of the state. Most
regulation of private investor-owned utilities
takes place at the state level. The regulation of
publicly-owned utilities, however, often resides
with the city or county that owns and operates
that utility. This provides municipal governments
with the possibility of placing restrictions and
obligations on any data center that seeks power
from a publicly-owned utility.

The City of Santa Clara, home to the second
largest number of data centers in the country
did just that. The Santa Clara City Council is
the governing board of Silicon Valley Power.'?°
Leveraging their power to approve new data
center permits through land use approvals and
their power to approve or reject applications
for power over $500,000, the Santa Clara City
Council has ensured that any new data centers
in their jurisdiction use 100% renewable energy
(with offsets where necessary) and use non-
water cooling techniques therefore addressing
the two top environmental concerns related to
data centers as detailed in the Al Data Centers
and their Impact on the Environment, Energy
Prices, and Government Revenues section
above."”" In fact, the Santa Clara City Council
codified the renewable energy requirement in its
Climate Action Plan.™?
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Local power over utilities provide elected officials
the opportunity to mitigate a variety of the harms
presented by data centers. In addition to carbon
neutrality and water saving practices, public
utilities could ensure that data centers cover the
entire cost of their impact on the grid, instead of
causing rate increases for residential and small
business customers. Finally, public utilities could
demand accurate data from the data center,
allowing it to assess the true impacts on the
county where it resides.

Data centers also produce secondary
environmental impacts especially related to noise
and pollution from diesel backup generators.
Local elected officials are placing limits on these
secondary effects to protect local residents.

The Prince William County Board of Supervisors
in Virginia recently voted to update their
30-year-old noise ordinance in order to
address the impact of data center noise on
surrounding residents. Similarly, the City
Council in Chandler, Arizona recently passed a
zoning code amendment that included several
provisions related to abating noise pollution
from data centers. The amendment establishes
a communications protocol to notify impacted
residents about pre- and post-construction of
data centers, requires a pre-construction sound
study to establish noise baseline, dictates
sound mitigation measures to ensure noise
levels from a data center do not exceed levels

observed during the baseline study, and requires

data centers to conduct annual noise studies
during peak operation times for five years once
construction of the data center is complete.'?3

Rethinking Subsidies and Tax Breaks for Data
Centers

Data centers create revenue for local
governments mostly in the form of property,
plant and equipment taxes, and sometimes

through utility taxes. These revenues are often
offset substantially by tax breaks and other
subsidies that governments dole out to lure data
centers to their locale. Many communities are
beginning to doubt whether potential revenue
gains are worth it.

In Colorado, CoreSite was set to receive a $9
million tax break for developing phase one — a
97,000 square foot datacenter in the Elyria-
Swansea neighborhood of Denver. However, after
City Council members grilled the company about
its energy and water uses, CoreSite voluntarily
declined to make use of the tax break."*

In Manassas, Virginia, the City Council passed a
budget this year including a 72% tax increase on
equipment owned by data centers. Data centers
will pay $2.15 per $100 in the assessed value

on their computer servers and other computer
equipment. The increase follows the Prince
William County Board of Supervisors’ decision in
April to raise the county’s data center tax rate by
about 70% from $2.15 to $3.70."°

Because of the strain that data centers place on
county energy grids and local water supplies, it
is important to weigh any revenue increases to
local budgets against not only the environmental
harms to local communities but also the impact
on energy and water rates for the county and its
other businesses and residents.
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Mitigating Community Harms
Through Taxation

Similar to rethinking tax incentives for data
centers, local elected leaders should be
skeptical of using tax breaks to lure big tech
companies to locate within their borders. Many
studies have shown that cities that use company
specific tax exemptions rarely see an increase to
broad economic growth and often suffer from the
strain on city infrastructure and increased cost of
living and housing.™?®

Conversely, some cities are levying
taxes on the cloud based services or
other digital and subscription services
upon which many Al products rely.
Chicago’s “Cloud Tax” is a municipal
levy applied to cloud computing
services and software-as-a-service
(SaaS) platforms accessed by users
within the city."?” The tax, which exempts
government and charitable, educational,
and religious organizations, applies to
users physically located in Chicago, with
the location determined by the device or
terminal used to access the service. As
of January 1, 2025, the tax rate for cloud
services increased to 11% generating an
anticipated $818 million in revenue for
the City’s general fund.'®

While Chicago’s approach is distinctive, a few
other U.S. jurisdictions have implemented similar
taxes: including Denver, which imposed a sales
tax on digital products and certain cloud-based
services,?® and Washington, D.C., which applied
its sales tax to digital goods, including streaming
services and some cloud computing offerings.*°

In November 2019, San Francisco voters
approved Proposition D that imposed a
traffic congestion mitigation excise tax of
1.5% to 3.25% on fares for rides originating
in San Francisco that are facilitated by
commercial ride-share companies or are
provided by an autonomous vehicle or
private transit services vehicle.™ Revenue
from the measure funds bus drivers for
MUNI and street redesign projects to
protect pedestrians and bicyclists.”?

While never implemented, the San Francisco
Board of Supervisors also considered a robot
tax to fund workforce development programs
and universal basic income pilots which could
become increasingly important as Al and
automation replaces many jobs."3

While workforce development is

beyond the scope of this report, local
governments should consider how to
support both employers and workers

as they make their way through an
increasingly Al-driven workplace. Cities
could also conduct a deeper inquiry into
how to leverage economic development
tools and city powers to incentivize the
development and deployment of Al for
the public good.
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Regulating the Use of Harmful Al
Products by Private Actors

Many of the most harmful uses of Al products
are perpetrated by companies and actors trying
to maximize profits in the private sector. While
broad cross-sector regulation of workplace
technologies may take place at the state level,

there is ample room for innovating sector or
tech-specific regulation in cities and counties.
Here are a few examples of how municipalities
are protecting renters, consumers, and workers
across the country.

Protecting Tenants from Rental | Protecting Consumers from
Price Fixing

Protecting Gig Workers from
Algorithmic Wage Discrimination
and the Impacts of Workplace
Surveillance Technologies

Surveillance Pricing

Many cities and counties
have taken action to protect
tenants from Al-driven tools
that inflate rental prices.
Across the country, landlords
are increasingly relying

on software algorithms to
raise rents, worsening the
housing crisis. Companies like
RealPage provide landlords
with pricing recommendations
designed to maximize

profits, often leading to
higher housing costs. These
recommendations are based
on a mix of proprietary and
publicly available data on
local housing markets. In
some metropolitan areas,

the use of such rent-setting
algorithms has contributed to
double-digit rent increases.™

For more on how localities
can stop Al-driven rental price

fixing, check out the Local
Progress Impact Lab web
page all about this practice.

In California, the San Diego City
Council recently passed a first

of its kind ordinance that will

help protect consumers from
surveillance pricing. The ordinance
bans digital only grocery store
coupons.”*® Councilmember Sean
Elo-Rivera, the lead sponsor of
the ordinance, explained, “San
Diegans are doing everything
they can to stretch their dollars,
but corporate grocery chains

are turning basic shopping into a
rigged game. This ordinance is a
common-sense step to fight back
against corporate tricks and stand
up for working people and families
who are being squeezed at the
checkout line.”’3®

While billed as an ordinance to
protect elderly shoppers who
may not have smartphones

or digital access to electronic
coupons, the impact of the
ordinance also challenges
grocery stores that use their
customer’s individualized data
to price gouge as outlined in the
section, Surveillance Pricing and
its Harms to Consumers, above.

To address algorithmic wage
discrimination and similar
abuses of gig workers, several
cities have passed industry
specific legal protections.
New York City has enacted
the most sweeping
protections for food delivery
workers which include a
minimum wage that updates
on April 1st of every year
and is currently $21.44/hour,
payment transparency and
the right to refuse an order,
weekly pay, tip transparency,
and access to restrooms.”’

Seattle has implemented
several laws to protect

gig workers, including the

first of its kind App-Based
Worker Deactivation Rights
Ordinance.”® Under the law,
certain types of detactivations
are illegal. Additionally, app-
based workers in Seattle have
the right to know why they are
deactivated, what information
the network company used

to make its decision, and how
to challenge the deactivation.
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Conclusion

Amidst so many concurrent crises and threats to
different communities, one might wonder why the
time to focus on Al is now. While the corrupting
influence of big money over government is not
new, the specifics of how tech billionaires have
their hands on the finances, data, and levers of
control of the federal government is different
today than at any other time in the nation’s history.

As Gil Duran, a former editor at the Sacramento
Bee and San Francisco Examiner explained,
“Many of these tech billionaires who have merged
with Trump believe democracy is an outdated
software system that must be replaced. They
want a future in which tech elites, armed with all
powerful A.l. systems, are the primary governing
force of the planet.”’®

The combination of unregulated money in politics,
expanded presidential power with fewer checks
from Congress, and ever widening concentration
of wealth is threatening the democracy, even with
all its imperfections, that we have been operating
within since 1776.

There exists a crucial window of opportunity to
exert control over whether the use of Al products
will further undermine our democratic processes
and our day-to-day lives. This is no different at
the local level. Each time a community questions
whether Al products are the answer, each time

a government sets limits on who controls public
and private data, each time we say no to data
centers, the people most impacted by the rapid
introduction of new technologies are granted
more power over their future, not a small cabal of
tech billionaires. That is a democracy that is worth
fighting for and preserving.
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